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C.U.SHAH UNIVERSITY

Winter Examination-2018

Subject Name : Computer Security

Subject Code : 2TEO5CSE1 Branch: Diploma (CE)
Semester : 5 Date : 28/11/2018 Time : 10:30 To 01:30 Marks : 70

Instructions:
(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Q-1 Attempt the following questions: (14)

a) In cryptography coded message is called
A) ciphertext B)decryption C) plaintext D) encryption
b) __ means that computer system assets can be modified only by authorized parities.
A) insertion  B) modification
C) assure identity of user on a remote system D) access control
c) How many key is used in symmetric key cryptography?
A)one B)two C) three D) zero
d) An attack to view the content of message is called_
A) passive Attack  B) active Attack  C) pshishing D) web Jacking
e)  Which of the following malicious program do not replicate automatically?
A) trojan Horse  B) virus C) worm D) none
f) is hardware or software that filters the information coming through an
internet
A) antivirus  B) firewall ~ C) malware D) botnet
g) What we required to protect a computer from virus?

A) disk cleanup B) malware  C) disk defragmenter D) antivirus
h)  Which of the following is independent malicious program that need not any host
program?

A) virus  B)worm  C) trojan hourse D) botnet
i)  Technique used for decrypt a message without any knowledge of encryption details

is called
A)encryption  B)decryption  C)cryptanalysis D)cryptology
j)  Trafic analysis is type of attack.

A)active  B)passive  C)both A B D) none
k) Which of the following is known as Malicious software?
A) malware B) firewall C)IDS D) none
I) The altering of data so that it is not usable unless the changes are undone is
called
A) encryption  B) compression  C) biometrics D) smshing
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m)

n)

is code that recognizes some special sequence of events.
A) Trap doors B) Trojan horse  C) Logic Bomb D) Virus
Authentication is
A) insertion  B) modification
D) access control

Attempt any four questions from Q-2 to Q-8

Q-2

Q-3

Q-5

Q-8

a)
b)

a)
b)
a)

b)

Attempt all questions

What is attack? Explain active and passive attacks in details.
Explain security services of OSI security architecture.
Attempt all questions

What is cryptography? Explain symmetric cipher model.
Explain caesar cipher and monoalphabatic cipher.

Attempt all questions

Calculate cipher text for given plain text “ENGINEER” and given key
“MONARCHY using playfair cipher.

Write a note on Hill cipher.

Attempt all questions
Explain asymmetric key infrastructure for authentication.
Explain digital signature.

Attempt all questions

What is different between virus and warms? Explain types of virus.
What is SQL injection? Explain

Attempt all questions

What is piggybacking and shoulder surfing

What are points to keep in mind while doing online transaction.
Explain Web security threats.

Attempt all questions
What is IDS? Explain types and benefits of IDS.
What is firewall? Explain capabilities and types of firewall?

C) assure identity of user on a remote system
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Q-1

f)

9)

h)

)

K)

ol Aol Yol cllet WL (14)
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A)As B)A  C)2Q D) Yot
dtaloll Slogo Wl HIZoll W25t sdalldl wd B,
A)U{la A2s B)Alea A2s C) glallot D) Aot ®slal
o(lA wAHi s R WNolH WUAA Yotualldd audl o1efl?
A) et il B) ikt C) Al D) 58 o8l
sl§AR Ul A52AR B B Bo2a2 gl Wlddl Hiledla (beer
52 O
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s1J2Ra cllaRUl YAAA sal W2 9 ¥33 B2
A) 335 sclloeiu  B) HldAR ) (38 3o1Ree? D) Wedl claRU
o(lAsttuiell 520 it ERA WM B Bal SlFULL Sl WAALHo{l 3R
atel?
A) diRY B)dld  C)alwel gkl D) clleate
A(F Lol (QotAletl SlESURL sllol [Qotl AZaa (S5 sal HI2 GUlaHi
Aalcdl dsollsal  sdaudi 2 D,
A) AlFwlet  B) Bwet  C) shedlaudlflu D) (5wl
allss Qe@mal A _ gHclol UsR B.
A)Aed By Adld C)WaAAB D) ¢ ol
ol Aot Ml 520 gRA As2AR A3 W B?
B) HIAAR B) $lARAA  C) wW.SLAU D) 58 o1&l
3elal secd Bl $8RAA ydad of aad @l Yyl d GuAlol ¢ asta
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odlda  sdal
A)AlZwlel B) 5192t C)ltADARs D) W&ol
m A8 DR sAeeUell 3eclls QR sHA WAN B,
A)2U SR B)alaet Sl C) AlRs cllit D) cllARU
N @RI A
A) 8alR¥el  B) HUS(¥32lat
C) RHle ReH WR aurlasdisll W wid3l uudl D) WsAYU So2lA
slefuel AR Ysll wallol A Q-2 to Q-8

Q-2 ol Yol sllol 53 (14)
a) A5 9 B? [AoLAHL s el A Allel A5 UHALAL. (07)
b) AL AU AU, RsARI B2 suell RsARE uld umomAl. (07)
Q-3 ol Yol sllol 53 (14)
a) Bralougl 9 82 RQAdls wss2 A3 AHA AL (07)
b) 2 s Al HARCHARS UBFR ULl (07)
Q-4 ol Ysloll scllol 53 (14)
a) AUNAA ot 2522 " ENGINEER " ua ulcll " MONARCHY " HI2 W@3R (07)
ABS oll GUAL 53| A% 2522 2.
b) Rt wH$ UR oAl Avl. (07)
Q-5 ol Ysloll sellol 53 (14)
a) ARLAEs $l BoslpsAR AHALAL (07)
b) Rz RoAU uMAL. (07)
Q-6 ol Ysllotl gcllol 3 (14)
a) AR WA ARl A 9 dslad B? claRyell YsiA umesAl. (07)
b) AUy BoBs2Ast Y B? UMl 07)
Q-7 el Yol oselol 53 (14)
a) Qo AgoL 1 Aes? uFot 9 D (04)
b)  QeAcSel gleBsaot 5l cuA CRllotHL Avtclloll HEL 3 B? (05)
c) Aol RxIRE de Ul (05)
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Q-8 ol Yol el $3) (14)
a) AUBIAYU 9] B? WEIAU ol YsIR ol cAlell A A (07)
b) slARCllct 9 B? aHARA AN $RRAACA YSIRAL UHAA? 07)
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